QUICK START GUIDE
PASSCYPHER HSM PGP License

By Freemindtronic Andorra

Password manager with robust security m -‘W

Serverless, Databaseless, without identication
« Zero Trust & Zero Knowledge »
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INSTANT AUTOMATIC LOGIN

B8 Microsoft

Sign in

Email, phone, or Skype l—El IS% 5 One click on the indicated icon, the fields are
filled, and the connection is established.

No account? Create one!

Can't access your account?
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START YOUR 30-DAY FREE TRIAL

» PassCypher Engine software is already installed on your machine

» Download & install the PassCypher HSP PGP extension (see slides 6 & 7)
then come back to this page and follow the instructions below

@ PassCypher HSM PGP @ PassCypher HSM PGP @ PassCypher HSM PGP

PassCypher license

|83 [

PassCypher license PassCypher license

)

[ Enter the PassCypher license [ethchiOUlUZH NilsInR5cCl6lkpXVCJ9.eylleHAIOJE3N;Qy

AW [
{Chck here to get the UUID : o\ [20180704—3837»BBF1—B124—3837SBF1B128 } a {20180704—3837—88F1—B124—383788F1B128 ] a
Download PassCypher Engine / ownload PassCypher Engine Download PassCypher Engine

Q{) PassCypher HSM PGP

Time until expiration: 30 days, 29 minutes, 5 seconds.

Unlock more features with the PassCypher Engine License!
https://freemindtronic.com/passcypher-engine-hsm-pgp/

By Freemindtronic

Unlock more features with the PassCypher Engine License:
https://freemindtronic.com/passcypher-engine-hsm-pgp/

By Freemindtronic

Unlock more features with the PassCypher Engine License:
https:/freemindtronic.com/passcypher-engine-hsm-pgp/

By Freemindtronic

B | D | % | & | = AR | Db | & | & | = A | o | & | & | =

Open the PassCypher Extension and click Copy/paste this number and send it by Copy/paste the license number received
to obtain the UUID of your computer. email to licence@bleujour.com by return. Click on the indicated icon to
activate the licence

Slide 3

Extension Key

Generate new key Import key

External key

1080

[Name:kev} '] {l‘]SE’l‘[LhreCt(r'y

Path of credentials

Name(JSON) v

18

[ Insert directory

json-otp v
By Freemindtronic

R | o | 2= | & |

The license is activated. Its validity is displayed

in real-time at the top of the page.
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CONTENTS

» Operating principle
» Installation of the PassCypher HSM PGP extension

» Activation of the 30-day free trial

» Creation of segmented keys

» Creation and backup of login credentials

» Purchase and activation of the paid license (PassCypher Engine)

» Random password generator

» TOTP/HOTP key management (2FA) Innovation 2025

> ONE CLICK Connection

llllllllllllll

> More features
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HOW DOES IT WORK?

PassCypher HSM PGP is a browser extension that allows instant automatic login.
A patented system of segmented key authentication is implemented.

You benefit from maximum security and unmatched execution speed.

Click on the icon shown below in the "Identifier" field.

The fields are filled, and the login is completed

vV V Vv V V VY

Remember to enable Auto Login* in the extension settings.

Password no pwned

5 Account ID or email address

20

Account ID or email address | 2]

200000000000 —5 gg _’

Password 2o S o ‘
2000000000 00000 .

Slide 5

*

g—

Click the « Settings » icon, then slide the « Auto Login »

© PassCypher HSM PGP

Time until expiration: 29 days, 32 minutes, 33

seconds.

(*) Enable Auto Login

] I L] I ] I L] I ] I L] I IS

neart dimctory M BHHE

+) [ B B @

¥ || E\Passcypher keys\sept test

button to the right.

18

By Freemindtronic

Parameters

@ PassCypher HSM PGP

Parameters

Auto segmented key wipe [
BITB

BITB Auto

irectory Path
Auto Login D

Download License

NFC HSM

N\



INSTALLING THE EXTENSION

@ Add "PassCypher HSM PGP"?

It can:
Read and change all your data on all websites

Communicate with cooperating native applications

K \ Add extension l
{ 1

Download and install the PassCypher HSM PGP:

£~ chrome web store Q, PassCypher
CHROME : chrome web store

Discover Extensions Themes
BRAVE : chrome web store @ PassCypher HSM PGP

&} freemindtronic.com 5,0 % (1review) <« Share
OPERA : chrome web store

Extension Privacy/Security

MICROSOFT EDGE : PassCypher HSM PGP - Microsoft Edge Addons

FIREFOX : in progress

€EQ0Q®
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https://chromewebstore.google.com/detail/passcypher-hsm-pgp/imhhmoibiamaofmckcdhplmcfefmbblk
https://chromewebstore.google.com/detail/passcypher-hsm-pgp/imhhmoibiamaofmckcdhplmcfefmbblk
https://chromewebstore.google.com/detail/passcypher-hsm-pgp/imhhmoibiamaofmckcdhplmcfefmbblk
https://microsoftedge.microsoft.com/addons/detail/passcypher-hsm-pgp/adffmhgpdaacblobmnidgkcheehgeaii

COMPLETING THE INSTALLATION

‘/ »

v [@ Google Agenda - Semainedu X | @ EviLabel - EviPass X 03 passCypher HSM PGP Free Pa:. X

- Click on this icon to access the extensions.

<« C % freemindtronic.com/product/passcypher-hsm-pgp-free-password-manager/ Q o

Blog~ Newsv | Support~ = Company~ Shop W @ @ .
[} .
.

KUBB Secure Mini Fanless

€299.17 — €511.79 TTC (1va ajustée lors du paiemen)

Le KUBB Mini Fanless allie performance, silence et compacité dans un design

Seach Q

Technologies~ | Fullsecure products

oC

SECURE

épuré. Sans ventilateur, il garantit un fonctionnement ultra-silencieux et une
dissipation thermique optimisée. Disponible en Intel® N150 ou Core™ i3-N300, il
offre une puissance adaptée a tous les besoins : bureautique, multimédia, E t H

xtensions X
Avec 16 Go de RAM LPDDRS, un SSD NVMe de 256 Go et une connectivité
avancée (Wi-Fi 6, Ethernet RJ45, HDMI 2.0), il assure une expénence fluide et
rapide. PassCypher HSM PGP préinstallé offre une cybersécurité avancée, avec

; No access heeded

15 jours de licence activable a tout moment.

C t, pui it et sécurisé, le KUBB Mini Fanlk t lution idéals r .

W b, < . S oo oy These extensions don't need to see and change
KUBB Mini Fanless [ Core i3-N300 256G8 Win 11 Pro -] information on thiS site

SSDM22280 [i® = .

Couleur KUBB Mini | Blanc =) |

i the .
Adobe Acrobat: PDF Click on :
icon

©  DataShielder HSM P( : :

@  PassCypher HSM PGP a

RETURN TO SLIDE 3

Click on the PassCypher icon at the top right of your
computer screen to open the extension.

oI U O O :
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MULTILINGUAL EXTENSION

© PassCypher HSM PGP [XENE

Catala

PassCypher license Deutsch

The PassCypher HSM PGP extension is translated

‘ Enter the PassCypher license Francais
) into 13 languages: Arabic, German, English,
| Click here to get the UUID taliano | Catalan, Chinese, Spanish, French, Hindi, Italian,
Download PassCypher Engine RN Japanese, Portuguese, Romanian, and Russian.
Unlock more features with the PassCypher Engine LicePortugués
https://freemindtronic.com/passcypher-engine-hsm-fRomanesc You can choose the |anguage in which the
- Pycekui extension is displayed.
By Freemindtronic Espafiol
[ETfZNA 254
B | D | = | 2 | =
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CREATE YOUR SEGMENTED KEYS

@ PassCypher HSM PGP

Time until expiration: 30 days, 21 minutes, 18 seconds.

Extension Key

Generate new key Import key

External key

080

Name (key) ¥ ] [ Insert directory

Path of credentials

[ Label (JSON) v

[ Insert directory V] a

By Freemindtronic

[OTP Name (JSON) v

R | D | 2 | #» | =

Click on the "+" symbol to generate an
extension key. This key is saved in the local
storage of your web browser.

Q{) PassCypher HSM PGP

Time until expiration: 30 days, 19 minutes, 31 seconds.

Extension Key

[Insertdirectory V] B a a

External key

[Name (key) v ] [Insertdirectory V] B a

Path of credentials

I See Slide 13 to complete this part
| ’ Insert directory v ’

[OTP Name (JSON) v

By Freemindtronic
R | D | & | &2 | =

The extension key is created. You now need to
create the external key. Assign a name to the key
and _ It is recommended to

use external storage (USB key, SSD, etc.).

Slide 9

@ PassCypher HSM PGP

Time until expiration: 30 days, 6 minutes, 42 seconds.

Extension Key

[Insertdirectory V] B a a

External key

[Test v ] [F:\EviKeyUSB NFC\Cles V¥ a

Path of credentials

(o WS

[Labe\ (JSON) v ]

[ Insert directory V] a

By Freemindtronic

[OTP Name (JSON) v

B | D | & | & | =

Click on the « EXPORT » icon [1] follow by the
« SAVE » icon [2]. The external key « Test » is
created and saved.

_: detailled explanations in the next slide




INSERT THE ACCESS PATH

» Choose where you are going to save your external key (internal or external hard drive, USB key, etc.)
» Then provide the exact path of this location
» Below you will find out how to do this if you are using a Windows or macOS operating system.

» Strictly follow the instructions mentioned.

/ \ macOS
Windows < N —— 1. Create a folder [here “EXTENSION KEYS] in

your external media
Lecteur USB (E) > Passcypher keys > [ . Q 2. Location is displayed
—

VAN 3. Hold down the “alt or option” key and
EXTENSION KEYS

right-click the mouse

) Yl
Ny

o G Diaporama « EXTENSION KEYS » .
N T (O Copier \\ / 4. Click on « Copy »
CO& rAEXTENSION KEYS » en tant que nom de chemin
. Partgge
1. Create a folder [here “PassCypher keys] in your external
media 5. and paste in the extension without
. . . Clé externe .

2. Location is displayed adding any other characters

3. Click in the window, the path is selected

4. Right click, “Copy” button appears [Test c v Jl [;vmumewﬂcimosh 55 v}l ﬂ When pasting, check that the character

5. Click “Copy” and paste into the extension without adding is not added to the beginning of the
any other characters

pasted characters. If so, delete it.

Slide 10



CREATE YOUR LOGIN CREDENTIALS

© PassCypher HSM PGP

Time until expiration: 29 days, 32 minutes, 33 seconds.

Extension Key

Test v

[ FAEviKey USE MFCOWCles

Path of credentials

[ Label (JSON) v ]

[OTP Name (JSON) v

Open the extension and click on the indicated
icon “EviPass” to create your login credentials.

@ PassCypher HSM PGP

@ PassCypher HSM PGP

..,
Generate your personalized password = Generate your personalized password
. ngefio ] > l g0
. Upper case: Numbers: Lower case: Special characters: € Upper case: Numbers: Lower case: Special characters: &
M- M-E-M-M:M M 4 % 3-8 9 E-4-G-G-U-4 4 4 4-4-4 4
Y M. M M PN N-N-M-B-8<-M 48 M Y ¥ M/ 4 M WU-M-M-M-M-M 4\
44 4 4 49 49:4-49 4-4 M 848 48-4
A | URL | = || https://accounts.google.com/AddSession/signinchooser?hl=en-GB&continue=https%3A%2F |
= || Label name | = || @gmail |
e || Username | s || username@gmail.com |
|| Password no ﬂl || .................... s al
~0 bits =131 bits l
e —— —
L] o
Fill in the reqUired information. To Complete the U RL, La force de votre mot de passe est calculée en fonction de la
COpy the information dISp|ayed in the browserls address talllle de l'alphabet qu'il utilise et de sa longueur. Plus |a taille c?e
I'alphabet et la longueur du mot de passe sont grandes, plus il
bar (see the example below). sera sécurisé.
URL example = 25 https://accounts.google.com/InteractiveLogin/signinchooser?continue=https%3A%2F%2Fmail.google.c...

Slide 11



SAVE YOUR LOGIN CREDENTIALS

© PassCypher HSM PGP

B a * ::K@)D[il

@ PassCypher HSM PGP
., 1
= Generate your personalized password ~ @gmail json
396 B « Done Time until expiration: 3 years, 1 days, 11 hours, 10 minutes, 5 seconds.
* Length: | 20
Extension Key

& Upper case: B Numbers: B2 Lower case: B Special characters: £ The file @gmail.json will be available in the

B E-E-8-U-4 4 4 U-49-4 49 "Downloads" folder of your computer. Eaﬁa
'y -4 G G- 4 U-Md-M-Ed-d-M 4.9 e g

4949 _ 4 449 49:49-9 INTEL X
AES '

https://accounts.google.comfAddSession/signinchooser?hl=en-GB&continue=https%3A%2F chatGPT gj X ]

- ovh 29 X iKey NFC HSM' ¥ u E a

H @gmail I ovh evikey X
# username@gmail.com @gmail X

Name(JSON) v
H .................... "o ﬂl [E:\USB EviKey NFC HSM\Keys '] E
~131 bits Choose a folder to save your json files. See json-otp v
—— — - . . .
P explanations in the next slide By Freemindtronic
B3 ' 1 o | % | & | o

Click on the indicated icon to generate this
credential.

The created « .json » file is automatically added in the
extension to the list of all the created credentials

Slide 12



DETERMINE THE PATH TO SAVE YOUR

>

@ Desktop

. Documents
« Downloads
M Images

P Musique

B vidéos

FMT
B CePC
w= Disque local (C)

== data ([1)

== LI5E EviKey (E:)

== External disk (F:)

LOGIN CREDENTIALS

It is essential to specify the access path to your .json
files very precisely to enable automatic login for
websites and messaging platforms.

Then, click on the "Save" icon a to confirm.

Path of credentials

AN /

Slide 13

Q{) PassCypher HSM PGP

Time until expiration: 29 days, 32 minutes, 4 seconds.

Extension Key

gBoo

External key

Name (key) ¥

e BB 0

- L] I L] I L] I L] L
Path of credentials




P w N

Sign In or Create an Account

Log in now!

On your computer, open the website or email you want to connect to
Go to the login page [Username & Password]

Click on the icon =#] visible in the connection field

Email

2R 8

Next

f)

Ehe New Pork Times

Log in or create an account

Email Address

The fields are filled automatically and the connection is made (if you have activated Autologin in the Extension Settings)

W' Proton Mail |

Sign in
to continue to Proton Mail

) Password no pwned
Email or username

Password

Your password is verified. The green symbol
indicates that it has not been compromised

Slide 14

If this symbol appears, it indicates that your
password is compromised. Change it!




AUTOLOGIN IN ONE CLICK!

Access your favorite messaging platforms or websites and enjoy a fast, secure, and
automatic connection.

P AIRERANCE / Ca 'F American Airlines S
CMA CGM - WA Hf\g'_‘i_\%%lgl

— 2™ Microsoft
“ ~roton Mail a ma zon
N’

CHANEL M Gmail Bruneau

ecosystem m
m recycler c'est protéger . Apple
buronomic e New Nork &imes M

IKEA Conforama W
g‘ DIOR ® Hotels...

-
Crédit & Mutuel OF icoud @msgre

" I)I-PO‘ &@e
E Leclerc® CJAS(DUNT‘? Carrefour (» sncfconnect

MAISONS

MONDE LOGISTICS

y—=z) 7/ 4

—b.- L]

A vos cbtés pour réussir

X>BLEUJOUR

I.T. Designer & Manufacturer




PURCHASING THE LICENSE

when your free trial expires

** Visit the KUBB SECURE store or contact your reseller
s Select “PassCypher HSM PGP Passwordless”
%* Proceed with the payment

» The next slide explains how to activate your license

Slide 16



® PassCypher HSM PGP

PassCypher license

{Emel the PassCypher license

{Cllck here to get the UUID - O\

Download PassCypher Engine /

Unlock more features with the PassCypher Engine License:
https://freemindtronic.com/passcypher-engine-hsm-pgp/

By Freemindtronic

Click to obtain the UUID of your
computer.

A | D | 22 | & | =

ACTIVATING THE LICENSE

@ PassCypher HSM PGP

PassCypher license

[Emer the PassCypher license

[ 20180704-3837-8BF1-B124-38378BF1B128

Download PassCypher Engine

Unlock more features with the PassCypher Engine License:
https://freemindtronic.com/passcypher-engine-hsm-pgp/

By Freemindtronic

B | o | 2 | & |

Send this number to your reseller

@

@ PassCypher HSM PGP

PassCypher license

{ethchiOiJIUzHNi|s|nRScCI6|kpXVCJ9.eyJIeHAinE3NjQ]

{201 80704-3837-8BF1-B124-38378BF1B128 ] a

Download PassCypher Engine

Unlock more features with the PassCypher Engine License:
https://freemindtronic.com/passcypher-engine-hsm-pgp/

By Freemindtronic

R | o | & | & | =

Copy/paste the license number
received in return. Then click on the
indicated icon to activate the license.

Slide 17

© PassCypher HSM PGP

Time until expiration: 12 months, 4 days, 10 hours, 26 minutes, 51 seconds.

Extension Key

Generate new key Import key

External key

{N;melkey‘ v ] [\nsef directory '} a a a

Path of credentials

{N:—me:JSO\I: v ] [mse‘:du'ectmy V} B

By Freemindtronic

R | o | 2 | #» | =

The license is activated. Its validity is displayed
in real-time at the top of the page.



AES

H-4-4-4-E-4 QG QB 4-4-49 49

-4 49/49 - 4 G-U-U-4-r4-80 89
-4 _ 4 48 4 B:49-49
URL
Label name
Username
Password & o
=0 bits
e
i ]

USE THE PASSWORD GENERATOR

Upper case:

© PassCypher HSM PGP

Generate your personalized password
Lengthe [ 16 /

Numbers:

Lower case: Special characters:

Slide 18

16 - The default password length is 16 characters, but you
can modify it in the window.
s Click to generate the password (example shown: 45
characters).
LL_:er’.ame |

oo ~
or R/

=296 bits

Hover your mouse over the field to view the password in plain
text.

| Usermame I

Rc@

| 4n.C6hSkj'gLOTM>SliS~'n?3Garxh%.\zTjJSO\ION > =

=296 bits




MANAGE YOUR TOTP/HOTP (2FA) 1/2

© PassCypher HSM PGP

© PassCypher HSM PGP

Code QR TOTP/HOTP

Time until expiration: 23 days, 11 minutes, 39 seconds.

Extension Key

@ PassCypher HSM Activer le scanner OTP ‘:)

[\”5&\': directory v

External key

QR Code TOTP/HOTP

Activate OTP Scanner

{ Test v [ E:\USB EviKey NFC HSM' ¥

Path of credentials

Name(JSON) QR Code TOTP/HOTP
{E:\USB EviKey NFC HSM\Keys ¥ B
on-otp v
Open the extension then click on the indicated Click on « OTP ». A new window will open. Drag and Position the QR code to be scanned in the
icon to manage your OTP drop the file or enable the OTP scanner camera field

Slide 19



MANAGE YOUR TOTP/HOTP (2FA) 2/2

QR Code TOTP/HOTP

Activate OTP Scanner

__________________________________________________

SHSH

..................................................

Detected OTP Type: TOTP

cll“-.‘ mn. A02£1C1
{TEST_OTP ] [ https://github.com/sessi0|J

- TEST_TOTP.json DO &
298 8B - Done

Retrieve the file from your Downloads
and place it in the appropriate folder
(see slide 15).

lLabe\ (JSON) v J

[ E:\USB EviKey NFC HSM\keys 'J a

[OTP Name (JSON) v

The OTP type is detected. Give a name to this OTP
code, enter the associated URL and click on the
icon to generate a .json file

In this example, the file is saved in a USB stick

Slide 20

© PassCypher HSM PGP

Time until expiration: 23 days, 8 minutes, 29 seconds.

Extension Key

{\nser'tdn'ectow VJ a a n a

External key
[Test v J { E:\USB EviKey NFC HSM' "] E E B
[Sea rch... }
TEST_TOTP X
OTP OVH 29 X

l £:\USB EviKey NFC HSM\Keys V} a

By Freemindtronic

R | D | 2 | # | =%

The created “.json” file is automatically added in the
extension to the list of all created OTPs.



AUTHENTICATE WITH OTP

O

Two-factor authentication

[

Authentication code ®

XXXXXX -]

Open your two-factor authenticator
(TOTP) app or browser extension to view
your authentication code.

If you have enabled two-factor
authentication on a website, this is
the type of page that you will see

O

Two-factor authentication

[

Authenticati({ Click to autofill

XXXXXX e (I
—

Open your two-factor authenticator
(TOTP) app or browser extension to view
your authentication code.

Click on the indicated icon, the code
will automatically be inserted into
the field...

Slide 21

O

Two-factor authentication

[

Authentication code ®

258149 2]

Open your two-factor authenticator
(TOTP) app or browser extension to view
your authentication code.

... and the connection is made




EVIPASS FUNCTIONNALITIES

©® PassCypher HSM PGP

a’ Verify if your password is pwned
© PassCypher HSM PGP
Time until expiration: 29 days, 32 minutes, 33 seconds. ‘ Create your Iogin Credentials

Extension Key

[mser‘. directory '} a u a

External key () Generate your passphrases

6 Generate your segmented keys

{ Test v [ EAUSB EviKey NFC HSM' ¥

G B AES Generate your AES keys

Path of credentials

Name(JSON) v

SSH Generate your SSH keys

— . e ke e vsunvers | (B otp Manage your TOTP/HOTP (2FA)
By Freemindtronic
pr—— y Decrypt the segmented keys
B | D | 2= | & | =%

Only functionalities indicated in green color are explained here.
The other functionalities are explained in the document « en-complete-tutorial-
passcypher-hsm-pgp-license » available on the FMT website
https://freemindtronic.com/how-passcypher-hsm-pgp-works/

Click the indicated icon to access all the
functionnalities available

Slide 22


https://freemindtronic.com/how-passcypher-hsm-pgp-works/

MORE FUNCTIONALITIES

@ PassCypher HSM PGP

Time until expiration: 29 days, 32 minutes, 7 seconds.

Extension Key

Generate new key [&&l Import key

External key

[Name (key) ¥ ] [Insertdirectory V] a a y

Path of credentials

Label (JSON) v ’

Insert directory v ’ a

[OTP Name (JSON) v

By Freemindtronic

By default, the extension opens on the « keys » window

Phones Fetch a label EviPass Keys Parameters
NFC function Pwd management

Find other features explained in the complete tutorial available on the
Freemindtronic website.
https://freemindtronic.com/how-passcypher-hsm-pgp-works/

Slide 23



https://freemindtronic.com/how-passcypher-hsm-pgp-works/

Take back control, Take back power

EviPass Technology

By Freemindtronic Andorra

L/
L X

To known more: https:.//www.freemindtronic.com

X Freemindtronic u Channel Freemindtronic

Copyright© 2024 - All rights reserved - Patented products - Freemindtronic Andorra


https://www.freemindtronic.com/
https://www.youtube.com/channel/UCxvuRpOWIWIhBXSvpW6B22A
https://www.youtube.com/watch?v=Vhb0QR9gA9w
https://x.com/freemindtronic?lang=fr
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